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Monge, Elaine (SCA) 


From: noreply@formstack.com 

Sent: Wednesday, April 26, 2017 4:16 PM 

To: Breaches, Data (SCA) 

Subject: Security Breach Notifications 
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Formstack Submission for form Security Breach Notifications 


Submitted at 04/26/17 4:16 PM 


Business Name: 

Law Office of Lee Darst 

Business Address: 

160 Old Derby Street 

Suite 225 

Hingham, MA 02043 

Company Type: 

Other 

Your Name: 

Lee Darst 

Title: 

Owner 

Contact Address: 

160 Old Derby Street 

Suite 225 

Hingham, MA 02043 

Telephone Number: 

(781)741-9940 


Extension: 


Email Address: 

Ieedarst@darstlegal.com 

Relationship to Org: 

Owner 

Breach Type: 

Electronic 

Date Breach was Discovered: 

03/30/2017 

Number of Massachusetts Residents 
Affected: 

3 

Person responsible for data breach.: 

Other 

Please give a detailed explanation of 
how the data breach occurred.: 

Financial documents relevant to the pending divorce, including bank 
accounts and tax returns, were mailed to opposing counsel in 
electronic format on a thumb drive on March 16, 2017. Opposing 
counsel notified this office on March 30, 2017 that the envelope had 
ripped in transit and no thumb drive was enclosed therein. 

Please select the type of personal 
information that was included in the 
breached data.: 

Financial Account Numbers = Selection(s) 

Social Security Numbers = Selection(s) 

Credit/Debit Card Number = Selection(s) 


l 









Please check ALL of the boxes that The breach occurred while the data was being transported outside of 
apply to your breach.: your premises. = Selection(s) 

For breaches Involving paper: A lock N/A 
or security mechanism was used to 
physically protect the data.: 

Physical access to systems N/A 

containing personal information was 
restricted to authorized personnel 
only.: 

Network configuration of breached N/A 

system: 

For breaches involving electronic N/A = Selection(s) 
systems, complete the following: 

All Massachusetts residents affected Yes 
by the breach have been notified of 
the breach.: 

Method(s) used to notify US Mail = Selection(s) 

Massachusetts residents affected by Other = Selection(s) 
the breach (check all that apply):: 

Date notices were first sent to 03/30/2017 

Massachusetts residents 

(MM/DD/YYYY): 

All Massachusetts residents affected Yes 
by the breach have been offered 
complimentary credit monitoring 
services 

Law enforcement has been notified of No 
this data breach.: 

Please describe how your company I contacted the Middleboro Post Office on March 30, 2017 and again 
responded to the breach. Include on April 26, 2017.1 intend to pay for the cost of a one-year 

what changes were made or may be subscription to Life-Lock for each of the affected residents, 

made to prevent another similar Additionally, all electronic files will be encrypted prior to mailed in the 

breach from occurring.: future. 
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